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(54) DEVICE AND METHOD FOR CIPHER COMMUNICATION 

(57)Abstract: 

PROBLEM TO BE SOLVED:To estimate a common key 
without the need to own plural common keys or secure plural 
common communication paths by inserting a common key to 
be used for a next communication into plaintext data to be 
sent and then ciphering and transmitting them. 
SOLUTION: A common ciphering device 5 consists of a 
common key ciphering system such as DES and FEAL and 
ciphers a plaintext from a transmit data input part 1 with a 
currently used common key. Here, a common key generation 
part 2 is equipped with a random number generating device, 
etc., and generates a common key to be used for a next 
communication at random and stores it in a buffer 4. A 
common key insertion part 3 divides the common key in the 
buffer 4, and decentralizes and inserts it into the plaintext to 
be sent. The division size of the common key, the division 
size of the transmit data, and the decentralized insertion 
position of the common key are predetermined between 
communicating persons and at the time of reception, the 
receive data and common key to be used next are separated 
from the deciphered receive plaintext, but this need not be kept secret specially. 
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